IAPTC 26™ ANNUAL CONFERENCE
PEACE OPERATIONS IN THE DIGITAL ERA — OPPORTUNITIES AND CHALLENGES
FOR THE GLOBAL TRAINING COMMUNITY
OPPORTUNITIES AND CHALLENGES IDENTIFIED BY PKTI - POLICE PERSPECTIVE

THE PARTICIPATION IN PEACE OPERATIONS OFTEN COMPELS POLICE
COMMANDERS TO ADOPT DECISIONS ON PARTICULARLY COMPLEX SITUATIONS
CHARACTERIZED BY COMPOSITE ENVIRONMENTS, SOMETIMES CHAOTIC,
FREQUENTLY REQUIRING IMMEDIATE RESPONSES. IN THIS FRAMEWORK DIGITAL
TRANSFORMATION TURNS OUT TO BE QUINTESSENTIAL TO ENSURE THE HIGHEST
STANDARDS OF PERFORMANCE AND SOUND IMPLEMENTATION OF THE
MANDATE.

THE FIELD OF PEACEKEEPING IS FACING UPHEAVAL, OVERCOMING NEW
CHALLENGES, CONCERNING THE ABILITY TO ANALYZE LARGE AMOUNTS OF
DATA ON CONFLICT OR DESTABILIZED SITUATIONS; MITIGATE THE
INFORMATION RISKS THAT FOLLOW; ENSURE ACCOUNTABILITY AND PRESERVE
PUBLIC TRUST IN AN ERA OF ASYMMETRIC SECURITY THREATS.

THE EMERGENCE OF TECHNOLOGIES SUCH AS ARTIFICIAL INTELLIGENCE
TECHNIQUES REQUIRES PEACEKEEPING TO ANTICIPATE NEW CHALLENGES IN
CYBERSPACE, TO IMPROVE THE SECURITY OF PEACEKEEPERS, AS WELL AS OF THE
CIVILIAN POPULATIONS.

DURING THE COVID-19 PANDEMIC, INTERNET USE HAS INCREASED BY 40%, SO
IT IS TIME TO PROTECT CYBERSPACE, AS EVIDENCED BY THE REPORT OF THE
SECRETARY-GENERAL TO THE GENERAL ASSEMBLY A/74/821, THE “ROAD
MAP FOR DIGITAL COOPERATION”. IN THIS CONTEXT, RAISING SENSITIVITY AND
AWARENESS TO CYBERSECURITY ISSUES BECOMES AN ENABLER FOR ACHIEVING
THE OBJECTIVES SET ALSO IN PEACE OPERATIONS SETTINGS WHERE THE UNITED
NATIONS POLICE ARE FULLY SUPPORTING THE IMPLEMENTATION OF THE
DIGITAL TRANSFORMATION STRATEGY|

THE DATA REPRESENTS THE CORE UNITED NATIONS 2.0 MODEL, AS DEFINED IN

THE REPORT “OUR COMMON AGENDA” OF THE UNITED NATIONS SECRETARY-
GENERAL, THE QUINTET FOR THE CHANGE INCLUDES: “DATA, ANALYTICS AND
COMMUNICATIONS; INNOVATION AND DIGITAL TRANSFORMATION; STRATEGIC
FORESIGHT, BEHAVIORAL SCIENCE; AND PERFORMANCE AND RESULTS
ORIENTATION".

ENHANCED CYBER SECURITY CAPABILITIES WILL LIKELY BE REQUIRED BY
MISSIONS AND UNPOL WILL BE PART OF THOSE EXPECTED TO USE AND
MAINTAIN THEM.

AS RECOMMENDED IN A RECENT STUDY, UNPOL WILL NEED TO BE
CONVERSANT AND OPERATIONAL IN A RANGE OF NEW TECHNOLOGY, AND
NAMELY IN CYBER CAPABILITY, TO EFFECTIVELY OPERATE IN THE CONFLICT
THEATRES OF TOMORROW. ABILITY TO USE AND CONFRONT NEW NON-LETHAL
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WEAPONS TECHNOLOGIES WILL LIKELY BECOME IMPORTANT FOR POLICE.
SEEMINGLY, IMPORTANT WILL BE BEING ABLE TO USE MACHINE ASSISTANCE TO
OVERCOME LOGISTICS CHALLENGES AND PRODUCE MORE ON SITE SUCH AS
EQUIPMENT FOR LOCAL POLICE USING 3D PRINTING. ANOTHER KEY AREA FOR
UP-SKILLING ON NEW TECHNOLOGY AND TECHNIQUES RELATES TO
CYBERCRIME AND SECURITY TECHNIQUES. AS A MINIMUM, SKILL-SETS AROUND
MODERN CYBERSPACE INTELLIGENCE GATHERING TECHNIQUES AND SOFTWARE
FAMILIARITY WILL BE NECESSARY. BEING ABLE TO NAVIGATE INFORMATION
LANDSCAPES TYPIFIED BY MISINFORMATION WILL ALSO BE ESSENTIAL FOR:
- ACCURATE AND TIMELY CONFLICT AND CRIME ANALYSIS TO GUIDE
RESPONSES; AND;
- INFORMING FORCE PROTECTION IN SITUATIONS WHERE PEACEKEEPERS ARE
TARGETED.
FORENSIC CYBER SECURITY CAPABILITIES WILL LIKELY BE REQUIRED BY
MISSIONS AND UNPOL WILL BE PART OF THOSE EXPECTED TO USE AND
MAINTAIN THEM. PROTECTING ENCRYPTED MISSION DATABASES THAT
INCLUDE SENSITIVE AGAINST ATTACKS BY MALICIOUS STATE AND NON-STATE
ACTORS WILL BE CRITICAL TO THE EFFECTIVENESS AND CREDIBILITY OF FUTURE
MISSIONS. RELATED, WHERE UNPOL ARE ENGAGED IN CAPACITY-BUILDING
WITH NATIONAL POLICE, IT IS LIKELY THEY WILL NEED TO TRANSFER THE
KNOW-HOW TO TACKLE CYBERCRIME THAT MAY TARGET CRITICAL
INFRASTRUCTURE AND SYSTEMS THAT UNDERWRITE STABILITY IN SOCIETY.
DPO SHOULD LOOK TO BUILD COLLABORATIVE RELATIONSHIPS BETWEEN
UNPD AND EXISTING UN CAPACITIES SUCH AS THE “DIGITAL BLUE
HELMETS” UNIT IN THE OFFICE OF INFORMATION AND COMMUNICATIONS
TECHNOLOGY TO ENHANCE CYBERSECURITY PREPAREDNESS, RESILIENCE AND
RESPONSE. IN FACT, ALTHOUGH THERE ARE SEVERAL CRITICAL ISSUES
REGARDING THE DEPLOYMENT OF A FULL-FLEDGED CYBER PEACEKEEPING
FORCE, THIS CONCEPT CAN BE INTEGRATED INTO THE CURRENT UN
PEACEKEEPING ORGANIZATIONAL STRUCTURE AS A SOLUTION TO DISTINCTLY
ADDRESS THE CYBER COMPONENT OF FUTURE CONFLICTS IN CRISIS AREAS.
THE UN NEW DIGITAL TRANSFORMATION STRATEGY FOR PEACEKEEPING
SHOWS THE NEED FOR A DATA-DRIVEN APPROACH, ESPECIALLY GIVEN THE
INCREASING AMOUNT OF DATA FROM THE PROLIFERATION OF INTERNET
ACCESS AND SMARTPHONE USAGE IN THE COUNTRIES OF DEPLOYMENT OF
PEACE OPERATIONS, WHICH HAVE CAUSED A TECHNOLOGY-DRIVEN
TRANSFORMATION OF THE OPERATIONAL ENVIRONMENT.
ALL THIS TOGETHER WITH SIGNIFICANT DEVELOPMENTS IN THE FIELDS OF
ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING, WHOSE APPLICATIONS
ARE BASED ON HUGE AMOUNTS OF DATA AND WHICH HAVE PRODUCED SOME
PROMISING INITIATIVES FOR UN OPERATIONS.



FOrR EXAMPLE, MINUSMA IN MALI USES MACHINE LEARNING TO DETECT
HATE-SPEECHES IN RADIO DATA IN ORDER TO ALERT FOR POTENTIAL UNREST,
AND MONUSCO IN CONGO USES SOCIAL MEDIA MONITORING AND
ARTIFICIAL INTELLIGENCE IN ORDER TO DETECT THE MISSION'S PERCEPTION OF
THE POPULATION.

THE POTENTIAL OF ARTIFICIAL INTELLIGENCE TOOLS ALSO LIES IN SUPPORTING
PEACEKEEPING IN CONFLICT PREDICTION, AS DEMONSTRATED BY SEVERAL
STUDIES, IN ORDER TO UNDERSTAND CONFLICT DYNAMICS AND BE ABLE TO
DESIGN MISSIONS BETTER SUITED TO PREVENT THE RE-EMERGENCE OF NEW
CONFLICTS.

ANALYTICS THROUGH MACHINE LEARNING CAN ALSO IMPROVE PREVENTION
CAPABILITIES BY LIMITING DIFFICULTIES IN STARTING A MISSION, OR BY
ALLOWING FOR SMARTER ALLOCATION OF RESOURCES.

ADVANCES IN NATURAL LANGUAGE PROCESSING ARE TOOLS FOR
TRANSLATION AND INTERPRETATION, IMPROVING INTEROPERABILITY IN
MULTINATIONAL MISSIONS AND FACILITATING COMMUNICATION WITH THE
LOCAL POPULATION. IN ADDITION, THE ABILITY TO PROCESS LANGUAGE ALSO
OFFERS TOOLS TO ANALYZE OPEN-SOURCE INFORMATION FROM SOCIAL MEDIA.

THIS ACCESS TO UNPRECEDENTED AMOUNTS AND TYPES OF INFORMATION CAN
PROVIDE PEACE OPERATIONS AND SPECIAL POLITICAL MISSIONS WITH A BETTER
UNDERSTANDING OF THE ENVIRONMENT AND, FURTHERMORE, A SMARTER
EMERGENCY RESPONSE, BASED ON A DECISION-MAKING PROCESS AS PART OF
THE INTELLIGENCE CYCLE.

THE UN IS AWARE OF THE POTENTIAL BENEFITS AND IS MAKING EFFORTS TO
MAKE THE MOST OF THESE NEW TECHNOLOGIES. A CLEAR EXAMPLE OF THIS
ARE THE JOINT MISSION ANALYSIS CENTERS (JMACS) WHICH AIM AT A MORE
INTEGRATED AND PREDICTIVE DATA-DRIVEN APPROACH TO PEACEKEEPING
WITH DETAILED REPORTS. HOWEVER, THE SHIFT FROM "EXPLORING" AND
"RAISING AWARENESS" TO "REGULATING" AND "COMMITTING RESOURCES" AT
THE SYSTEMIC LEVEL HAS YET TO TAKE PLACE.

THE FOCUS SHALL BE ON A HUMAN RIGHTS BASED APPROACH, AT THE CENTER
OF ALL THE UNITED NATIONS' DIGITAL INTEGRATION POLICIES. AN INCLUSIVE
AND GENDER-SENSITIVE APPROACH MUST BE PROMOTED ALSO IN THE USE OF
NEW TECHNOLOGICAL TOOLS, CONTRIBUTING TO THE DEFINITION OF SHARED
STANDARDS THAT PROTECT HUMAN RIGHTS AND STRENGTHEN LOCAL
ECOSYSTEMS.

FOR THE SAFE DISSEMINATION AND USE OF THE NEW POTENTIAL OFFERED BY
CYBERSPACE, IT IS NECESSARY TO LIMIT THE SOURCES OF RISKS. THE GREATEST
RISK IN THE USE OF THE NEW TECHNOLOGY COMES FROM HUMAN ERROR,
WHICH IS PRESENT IN MORE THAN 90 % OF CYBERSECURITY BREACHES.

THE REPERCUSSIONS OF ERRORS IN SECURITY PROCEDURES OFTEN CAUSE
ENORMOUS DAMAGE TO ORGANIZATIONS VICTIMS OF CYBER ATTACKS. THIS
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ENTAILS THE PARAMOUNT IMPORTANCE OF TRAINIG AND EDUCATION IN THE
DIGITAL TRANSFORMATION DOMAIN. THE ENHANCED AWARENESS ALLOWS
USERS TO LEARN HOW TO BEHAVE IN CYBERSPACE, HOW TO PROTECT
THEMSELVES FROM POTENTIAL THREATS, AND, CONSEQUENTLY, PROTECT THE
MISSION BY RAISING THE LEVEL OF SECURITY.

THE TRAINING OF DIGITAL AWARENESS TAKES PLACE THROUGH COURSES TO
LEARN THE PRINCIPLES OF CYBERSECURITY AND TRAINING CENTERS FOR
PERSONNEL TO BE DEPLOYED IN PEACE OPERATIONS AND SPECIAL POLITICAL
MISSIONS UNDER THE AEGIS OF THE UNITED NATIONS CANNOT IGNORE THE
PROVISION, IN THE TRAINING PACKAGES, OF THE KEY ELEMENTS OF
CYBERSECURITY AND CYBERHYIGIENE PRACTICES. COESPU, FOR INSTANCE,
HAS SUBSTANTIALLY INCREASED THE HOURS OF TRAINING ON THIS TOPIC.

ALSO THE LEARNING BASED ON SIMULATION, MAKING RESORT TO COMMAND
Posts sucH AS “MAGISTRA” (MODELING AND GAMING INFORMATION
SIMULATION TRAINING AREA), 1S PARTICULARLY EFFECTIVE. SPECIFIC
PROGRAMS AIMED AT THE AUTOMATION OF EXERCISES AND MANAGEMENT OF
DYNAMIC OF EVENTS AND INJECTIONS OF THE MEL/MIL (MAIN EVENT
LIST/MAIN INCIDENTS LIST) LISTS IS AN EXTREMELY USEFUL TOOL. TO THIS DAY,
THERE ARE, REGRETTABLY, VERY FEW SOFTWARE THAT ARE ABLE TO
FAITHFULLY RECREATE THE REALITY OF A SOUND POST CONFLICT SITUATION
APPROPRIATE TO EXERCISE POLICE PEACEKEEPERS. THE MAJORITY IS LIMITED TO
RECREATING SIMPLISTIC VISIONS OF CONFLICTS WHERE THE ROLE PLAYER IS
LIMITED TO PARTICIPATING FOLLOWING THE ATTACK-DEFENSE DICHOTOMY,
WITHOUT HAVING TO CARE ABOUT THE LEGITIMACY PRINCIPLES, LEGAL
COVERAGE, PROPORTIONALITY OF THE USE OF FORCE OR SIMPLY MORAL
CONSEQUENCES. TO THIS REGARD, CAPITALIZING ON THE CURRENT
INFORMATION TECHNOLOGY KNOWLEDGE, IN ORDER TO RECREATE THE
MULTIFACETED DYNAMICS OF A PEACE MISSION, OR ALTERNATIVE SCENARIOS
THAT ARE YET TO BE DETERMINED AND CAN GET ACTIVATED BY THE PLAYER'S
CHOICES, WOULD REACH TANGIBLE AND CONCRETE RESULTS AND THE
EXPECTATION OF TRAINING AND INVOLVEMENT FOR THE AUDIENCE WOULD BE
A LOT HIGHER COMPARED TO, FOR EXAMPLE, THE ORDINARY FRONTAL
LECTURE. GAMING COULD ACTUALLY CONSTITUTE THE ADDED VALUE OF THE
POLICE TRAINING SECTOR: BOTH FROM AN EDUCATIONAL AND TRAINING POINT
OF VIEW AND FROM AN ACADEMIC ONE.

I THEREFORE CONCLUDE AFFIRMING THAT TECHNOLOGY APPLIED TO
PRACTICAL TRAINING AND THE INFORMATION TECHNOLOGY’S EVOLUTION IN
THE SECTOR CAN SIGNIFICANTLY CONTRIBUTE AND REFINE THE TRAINING OF
POLICE PEACEKEEPERS AND REPRESENT A USEFUL AND STIMULATING RESOURCE
TO IMPROVE TEAM WORK, SENSE OF BELONGING AND COHESION AS WELL AS
CYBERSECURITY AWARENESS AND EFFECTIVE CYBERHYGENE PRACTICES



DECIDEDLY MINIMIZE THE CYBER THREATS, ENHANCING THE SECURITY OF THE
MISSION.
THANK YOU!



